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fag g&ar/Bid Number: GEM/2025/B/6578600
feeich /Dated: 03-09-2025

fas c&aasr / Bid Document

9= fAawur/Bid Details

95 dc @9 & ad@/a3T /Bid End Date/Time

24-09-2025 15:00:00

e geld &1 ali@/a@# ™ /Bid Opening
Date/Time

24-09-2025 15:30:00

5 Queper duar (de @A H arl/@ @) /Bid Offer
Validity (From End Date)

180 (Days)

FAGA/TST W IAA/Ministry/State Name

Gujarat

faswar @ AT/Department Name

Science And Technology Department Gujarat

IS H AFA/Organisation Name

Gujarat Informatics Limited (gil)

PRIt 1 ATAA/Office Name

Western Zone

a&q 4ol /Iltem Category

Vulnerability and Penetration Testing

31y 3@ /Contract Period 1 Year(s)
THATHUAS F foT 3gHa & auf 3R A3 A Fe uga

&1 315 ¥F/MSE Exemption for Years of No
Experience and Turnover

FIE3NT F AT 3ga & auf 3K e=i30R A g vara

#r a1 & /Startup Exemption for Years of No

Experience and Turnover

fahar @ AP AT gFAdS/Document required

from seller

Certificate (Requested in ATC),Additional Doc 1 (Requested
in ATC),Additional Doc 2 (Requested in ATC),Additional Doc
3 (Requested in ATC),Additional Doc 4 (Requested in ATC)
*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

w310 fAfAgeRt g1 3uds fhu T gEadst a
AR 3 1 o arel Wl FAfAgreRt @ e
aqed §? WG A &/Do you want to show

documents uploaded by bidders to all
bidders participated in bid?

Yes (Documents submitted as part of a clarification or
representation during the tender/bid process will also be
displayed to other participated bidders after log in)

e oema Hr gHI-dar dera & AU 3maas ~adH
el fRashar3tt fr =l / Minimum number of

3
bids required to disable automatic bid
extension
da$ S| / Number of days for which Bid |7

would be auto-extended
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{95 faawui/Bid Details

fas A R Norsh afhar fha1/Bid to RA enabled | Yes

Raw frers®t Aezar A9#1/RA Qualification Rule | H1-Highest Priced Bid Elimination

s @ gaR/Type of Bid Two Packet Bid

dehellhl Feichel & GRIT cichelichl TABIRIOT ¥

A AT [Time allowed for Technical 3 Days

Clarifications during technical evaluation

Hedidh ugfd/Evaluation Method Total value wise evaluation
FETTAAT Ws/Arbitration Clause No

gele W3/Mediation Clause No

SuAS fIaU/EMD Detail

wsarssY da/Advisory Bank State Bank of India
suasdr IfR/EMD Amount 300000

Sdidish faavor /ePBG Detail

ATaRIedr/Required No

(a). ST P Al &F IFFAR STAL FT & FTd 198X Bl FaTAd IR & fow 9z & T du Fafiad grards uvgd e & TAwas
HIR & AT hadt a3t &b fow a1 2 Har3ii & forw Jar verdr $THAST & Fe & UrT & | SAArRAT & 39 Alfd & g3k &
T @M I3 &1/EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document
for the relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and
Service Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
Policy.

(b).3uaEr AR TUIG STATAd T, e TS I &l &, anameff & uay 3 it arfgw| / EMD & Performance securityshould be
in favour of Beneficiary, wherever it is applicable.

arandt /Beneficiary :

EMD and ePBG in favor of Account officer, Gujarat Informatics Ltd, Block No. 2, 2nd floor, Karmayogi bhavan,
Gandhinagar - 382010

(--)

fasrs1/Splitting

arelt fasrsar onay & foRar 1/ Bid splitting not applied.
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THANSINS 3urel=i/MIl Compliance

TANATSHTS 3Hure/MIl Compliance Yes

TATEs Wil a9Id/MSE Purchase Preference

THTHS Wl adIdl/MSE Purchase Preference No

1. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

2. Reverse Auction would be conducted amongst all the technically qualified bidders except the Highest quoting
bidder. The technically qualified Highest Quoting bidder will not be allowed to participate in RA. However, H-1
will also be allowed to participate in RA in following cases:

i. If number of technically qualified bidders are only 2 or 3.

ii. If Buyer has chosen to split the bid amongst N sellers, and H1 bid is coming within N.
iii. In case Primary product of only one OEM is left in contention for participation in RA on elimination of H-1.
iv. If L-1 is non-MSE and H-1 is eligible MSE and H-1 price is coming within price band of 15% of Non-MSE L-1
v. If L-1 is non-MIl and H-1 is eligible MIl and H-1 price is coming within price band of 20% of Non-MlII L-1

;AR deaar /3maas 3a/Additional Qualification/Data Required

Payment Terms:As mentioned in RFP

Scope of Work:1755609401.pdf

Network Infrastructure and data flow diagram:1755609409.pdf

Format of Non disclosure agreement:1755609417.pdf

Format to be uploaded by buyer for the breakup of components on cost/price offered by Service
Provider in the Bid:1755609424.pdf

Pre Bid Detail(s)

e AT W3 &dsl/Pre-Bid

Date and Time - Taei/Pre-Bid Venue

no. A, Committee Room, Gujarat informatics Itd, Block No. 2, 2nd floor, Karmayogi
12-09-2025 15:00:00 Bhavan, Gandhinagar - 382010

Vulnerability And Penetration Testing ( 1)

doeiidr ARPAT /Technical Specifications

faaro1/ Specification I/ Values
#R / Core
Scope of VA Red Teaming Assessment as per the Tender Scope every quarter for 1 Year
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https://bidplus.gem.gov.in/resources/upload_nas/AugQ325/bidding/biddoc/bid-8231510/1755609401.pdf
https://bidplus.gem.gov.in/resources/upload_nas/AugQ325/bidding/biddoc/bid-8231510/1755609409.pdf
https://bidplus.gem.gov.in/resources/upload_nas/AugQ325/bidding/biddoc/bid-8231510/1755609417.pdf
https://bidplus.gem.gov.in/resources/upload_nas/AugQ325/bidding/biddoc/bid-8231510/1755609424.pdf

a1/ Specification A/ Values

Activities of VA Red Teaming Assessment as per the Tender Scope every quarter for 1 Year
Activities of PT Red Teaming Assessment as per the Tender Scope every quarter for 1 Year
Standards to be followed Red Teaming Assessment as per the Tender Scope every quarter for 1 Year

CERT-In empanelment required || Yes

us3iil /Addon(s)

31faR@® faarur /Additional Details

No. of IP Addresses

No. of APIs

Number of IT Assets

Ol oOo| ol ©

Number of Applications

31faRw AR gradsr /Additional Specification Documents

R/ Raifésr AfRAFA /Consignees/Reporting Officer and Quantity

R/ Raféar daryat Hr ara TR Ma=ehdr

3R /Consignee qdr/Address / Quantity To /Additional
be setas 1 Requirement

%.4./S.N

o.
Reporting/Officer

382010,Block no. 2, 2nd Floor,
1 Pattani Ketulkumar || Karmayogi Bhavan, Sectorl0A, |[1 N/A

Gandhinagar

ar g shdr o s i fw of/Buyer Added Bid Specific Terms and Conditions

1. Service & Support

AVAILABILITY OF OFFICE OF SERVICE PROVIDER: An office of the Service Provider must be located in the
state of Consignee. DOCUMENTARY EVIDENCE TO BE SUBMITTED.

2. Forms of EMD and PBG
Bidders can also submit the EMD with Account Payee Demand Draft in favour of
Gujarat Informatics Ltd
payable at
Gandhinagar

Bidder has to upload scanned copy / proof of the DD along with bid and has to ensure delivery of hardcopy
to the Buyer within 5 days of Bid End date / Bid Opening date.

3. Forms of EMD and PBG

Bidders can also submit the EMD with Payment online through RTGS / internet banking in Beneficiary
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name

Gujarat Informatics Ltd
Account No.
50200010918090

IFSC Code
HDFC0000190

Bank Name

HDFC Bank Ltd

Branch address
Sector-16, Gandhinagar

Bidder to indicate bid number and name of bidding entity in the transaction details field at the time of on-
line transfer. Bidder has to upload scanned copy / proof of the Online Payment Transfer along with bid.

4. Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Account Payee Demand Draft also
(besides PBG which is allowed as per GeM GTC). DD should be made in favour of

Gujarat Informatics Ltd

payable at

Gandhinagar

. After award of contract, Successful Bidder can upload scanned copy of the DD in place of PBG and has to
ensure delivery of hard copy to the original DD to the Buyer within 15 days of award of contract.

5. Generic

Bidder financial standing: The bidder should not be under liquidation, court receivership or similar
proceedings, should not be bankrupt. Bidder to upload undertaking to this effect with bid.

6. Generic

OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

7. Buyer Added Bid Specific ATC

Buyer Added text based ATC clauses

Bidder’s experience, bidder’s turn over criteria as mentioned in GEM BID will not be considered for evaluati
on. However, bidder must match eligibility criteria, experience, bidder’s turnover criteria, etc.as per Buyer
added Bid Specific Additional Scope of Work document (RFP) and will be considered for evaluation. EMD sh
ould submitted by bidder as per GEM. PBG Should submitted by successful bidder as per the RFP.

Bidder must be a CERT-IN Empaneled.

The Successful bidder has to submit Performance Bank Guarantee @ 10% of total order value within 15 da
ys from the receipt of notification of award/Contract.

8. Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file.

sdeor/Disclaimer

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2025/Aug/GEM_2025_B_6578600/CLM0010/PerAMC1_bc6f58c6-22a1-4932-980e1755453409900_buycon11.gilg.gj@gembuyer.in.doc

the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached cateqories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

9. Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

15. Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1
bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

16. Buyer added ATC Clauses which are in contravention of clauses defined by buyer in system generated bid
template as indicated above in the Bid Details section, EMD Detail, ePBG Detail and MIl and MSE Purchase
Preference sections of the bid, unless otherwise allowed by GeM GTC.

17. In a category based bid, adding additional items, through buyer added additional scope of work/ additional
terms and conditions/or any other document. If buyer needs more items along with the main item, the
same must be added through bunching category based items or by bunching custom catalogs or
bunching a BoQ with the main category based item, the same must not be done through ATC or Scope of
Work.

© N o v oA

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

All GeM Sellers / Service Providers are mandated to ensure compliance with all the applicable laws /
acts / rules including but not limited to all Labour Laws such as The Minimum Wages Act, 1948, The
Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The Equal Remuneration Act, 1976,
The Payment of Gratuity Act, 1972 etc. Any non-compliance will be treated as breach of contract
and Buyer may take suitable actions as per GeM Contract.

This Bid is governed by the Irar=g faga# 3R ercd/General Terms and Conditions, conditons stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in @raA=a f@7er 3R Ucd/General Terms and Conditions is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

A A WHT Al F WS 26 & HGH A HIT & WY JH WA WM A Al ¢ $ A3 & wlig W ufddy & day &
HIIT & YT qH Ao TS A ared ¢ & ;s o =X 39 Afdg & [z @ & fow Jof oy gon 59 a8 [z &3 aren
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf
https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20250903
https://bidplus.gem.gov.in/bidding/bid/bidsla/67757756880100

qeTA WY & wH Golipd alifds & o o §#T ST &l s8d Igureld B alan 3R IS o e awon fhu S
T FHP Ul o PN U 3HJdY P dchlel FAH el 3R Blefed & A 3N Y PIefel HIT@S @B MU M I/in terms

of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which shares a
land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to undertake
compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action in
accordance with the laws.

---ggarg/Thank You---
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